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EODSecur and SOP Team Leads

Career: 24 Year U.S. Army EOD
• Explosives Ordnance Disposal (EOD) Master 

Technician

• Command EOD Operations for Southeast Asia

• Masters Degree from US Naval War College in 
National Strategy and Policy, emphasis in 
Irregular Warfare

Will Plummer
Chief Security Officer

Director EODSecur Program

Cody Martin
Director of Mail Security

SOP Team Lead

Career: 12 Year U.S. Postal Inspector
• USPIS Dangerous Mail Unit

• Responded to hundreds of incidents at businesses, 
government agencies, private residences

• Investigator on Shannon Richardson case – ricin letters 
sent to President Obama, NYC Mayor Bloomberg

• Mail security for NFL Superbowls, President Bush (ret.)
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Agenda

Discussion Topics

• Introductions and Situation Overview

• RaySecur Introduction

• MailSecur Demonstration

• EODSecur Demonstration

• SOP Development, Training, Certification

• Summary and Next Steps

MailSecur mmWave Scanner

EODSecur 24/7 EOD Support



© 2020 by RaySecur, Inc. All rights reserved. 5

RaySecur Overview

Corporate Overview
• Headquartered in Cambridge, MA

• Government Spinout, patented technology

Customer Overview
• Systems Deployed in N.A., E.U., Asia, Africa

• Private Sector focused on Fortune 500

• Public Sector spans heads of state to 
government agencies

RaySecur Founded

2015

MailSecur Developed
320X more sensitive 

than X-ray

2017

USDHS Designation
Qualified Anti-Terror 

Technology2018

2019
US Patent Granted

MailSecur Imaging Tech.

Launch 24/7 Support
Partnership with EOD 
Warrior Foundation
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Mail Threats: Prevalence and Cost
Frequency of Occurrence and Cost to the Organization
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Mail Security Loophole

Affect Major Corporations 
Every Day

Letters Sent with 
White Powder…

Hoaxes Shut Down Facilities 
Costing $500K/Incident

Real Threats Result in 
Hospitalizations and Death

PROBLEM
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Most Major Companies Affected

2019 Industry Mail Security Survey
• 16% had more than 3 threats in that same time period

• 2X Increase in threatening letters 

• 4X Increase in drugs and illegal substances

1 in 3 Fortune 500 Companies receive 
at least one mail threat per year*.

*Government Technology & Services Coalition, “Third of Companies Got Mail Threats in Past Year While Biological Screening Doubled,” May 19, 2019

https://www.uspis.gov/wp-content/uploads/2020/02/FY-2019-annual-report-508-web.pdf

https://www.uspis.gov/wp-content/uploads/2020/02/FY-2019-annual-report-508-web.pdf
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Many Threats Unreported

USPIS 2019 Annual Report:
• Dangerous Mail Investigations (DMI) Unit

• 400 specially-trained inspectors

• 3,289 suspicious incidents (powders, liquids) – 10/day

• 125,000 suspicious mail items subject to forensics exam

https://www.uspis.gov/wp-content/uploads/2020/02/FY-2019-annual-report-508-web.pdf

US Bomb Data Center
• 7,404 suspicious packages in 2018 – 20/day

• 2,261 incidents involving letters or parcels

30 per Day Reported Letter & 
Package Threats

https://www.uspis.gov/wp-content/uploads/2020/02/FY-2019-annual-report-508-web.pdf
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Cost of Mail Security Incidents and Threats

Facility & Busines Interruption Legal and Compliance

Shareholder & Brand Value Executive Protection

C
om

pa
ny

 V
al

ue
Direct Cost

Hoaxes + Legitimate Threat

$900K – 2hr data center outage 

$1.5M – 1 hr auto plant shut-down

$3.4M – Typical business interruption claim

$32M – Corp HQ decontamination

$1.4M – Avg. negligent security settlement

$5M+ – 8% of settlements

$2.8M – Avg. wrongful death negligent                
security settlement

$136M – Avg. due to unexpected CEO loss

-1.5% to 3.9% – change in stock price due 
to CEO accidental death

-0.9% to 3.3% – change in stock price 
after high profile threat



Shareholder Value
Stock Price Declines

Business Interruption
Facility Shut-Downs

Legal Settlements
Negligent Security
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Cost of Corporate Security Incidents: Examples

$46.5M

$800M

2015 workplace employee shooting 
inadequate facility security

2017 shooting from hotel room 
inadequate facility security

$2.8M
Typical settlement for 
workplace negligent 
security

$3.4M
Typical business interruption claim 
according to 2019 Allianz BI report

$1.0M
2017 auto plant shut-
down for 40 minutes

$320M
2001 facilities for 
decontamination from 
anthrax letters USPS 
and other agencies

$1.8B
Loss in company value due to unplanned 
CEO turnover from PWC 2019 report

-3.3%
Decrease in stock price following bomb 
threat at corporate HQ 2014

-$6.3B
Decrease in market cap following sarin 
mail threats (false positive) 2019
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Mail-Borne Threats
Types of Threats and Extent of the Problem
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Small Threats with No Chain of Custody

Most Mail Threats

1. Small to fit anonymous drop box

2. Lack chain of custody

3. Exhibit unusual characteristics
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Chain of Custody More Frequently Broken

Multi-Mode Last Mile Delivery 

Potential for risk and complacency

• Crowdsourced providers

• Local currier services

• Automated technologies

https://truenorthcompanies.com/blog/transportation/solving-for-risk-in-the-last-mile-sector.aspx

Image: United States Postal Service

https://truenorthcompanies.com/blog/transportation/solving-for-risk-in-the-last-mile-sector.aspx
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Common Types of Mail Threats

*Not Visible by X-Ray in Typical Quantities Found in Most Mail ThreatsTraditional X-Ray
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NEW Threats Overlap Physical and Cyber

IBM Research Black Hat USA 2019
Cyber Attack Vector
• WIFI + 3G hobby components 

for less than $100

• Shipped in the mail or 
concealed within items

• Provides physical network 
access point

Mitigation
1. Process mail quickly

2. Scan for anomalies

3. Discard packing



© 2020 by RaySecur, Inc. All rights reserved. 17

Mail Security Program
Key Concepts and Implementation
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Security Solutions Require Flexibility and Scale

317 Locations for the Average Fortune 500 Company
https://info.caprelo.com/blog/fortune-500-companies-international-expansion
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Five Pillars of Mail Security

5. Response Plan
• Internal procedures
• External coordination

4. Advanced Screening
• Right tools for the job
• Simple and easy to use

1. Leadership and Execution
• Internal security team
• External support resources

2. Standard Process
• Best practices
• Effective and actionable
• Disciplined

3. Education and Intelligence
• Reinforce SOPs
• Continually updated
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All-in-One Mail Screening Solution

USDHS Designated MailSecurTM EODSecur™ 
24/7 expert remote support

Customer Benefits 
Optimized for Mail Screening

1. Performance: All in one device for 
Chemical, Biological, Explosive etc.

2. Simplicity: Anyone can scan mail

3. Safety: non-ionizing mmWaves

4. Intuitive: hold and move objects by 
hand in the viewing area

5. Compact: desktop setup, no special 
requirements

6. Peace of Mind: expert support 24/7
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Terahertz Frequencies (mmWaves)

mmWaves
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Next Gen Scanning – Advantage to X-Ray

Threat Type X-Ray MailSecur TM

Explosives

Dangerous Items and 
Contraband

Hoax Letters

Biological Threats

Chemical Threats

Radiological Threats

X-Ray Provides Limited 
Scope of Detection

Detection Capabilities Comparison

MailSecur Provides 
Comprehensive 

Detection

• Dynamic 3-D 
images

• No permits needed
• Existing staff easily 

trained to use 

• Static 2-D images
• Radiation permits 

required
• Radiation safety 

program
• Trained operators 

needed
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Enterprise-Level Standard Operating Procedures

Broad 
Corporate 
Guidelines to 
Define Global 
Mail Screening 
Standards

Site-Specific 
Information

SOP Development Support

Cody Martin
Director of Mail Security

SOP Team Lead

Former US Postal Inspector

Customized SOPs
• Based on USDHS mail screening guidelines

• Compiled best practices for mail security 
spanning government agencies, Fortune 
500 and executive protection

• Tailored to unique organizational 
requirements
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Scalable Tools – Reinforce SOPs

I. Learning Management System             
Online Training Platform for All Sites

II. Mobile Application       

Ensure Procedures are Followed

Activity and Reporting Log

EODSecur Remote Support

Standard Enterprise Roll-Out
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Full-Enterprise Mail Screening Coverage

High

Medium

Low

• Corporate HQ
• Critical Infrastructure
• Public Figures

• Satellite Offices
• Support Facilities

• Remote Location
• Low-Profile

MailSecurTM Scanner

EODSecurTM

Support   
and LMS 
Training 
Platform



Will Plummer
will@raysecur.com

Cody Martin
cmartin@raysecur.com

Eric Giroux
egiroux@raysecur.com

Stuart Nixdorf
snixdorf@raysecur.com

www.raysecur.com
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Contact

mailto:will@raysecur.com
mailto:cmartin@raysecur.com
mailto:egiroux@raysecur.com
mailto:snixdorf@raysecur.com
http://www.raysecur.com/
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APPENDIX
Supporting Information
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SOP Team Lead Bio

Cody Martin
Director of Mail Security

SOP Team Lead

Career: 12 Year U.S. Postal Inspector

As a USPIS dangerous mail investigator he has responded to hundreds of
incidents at businesses, government agencies, and private residences. He
was one of the investigators in the Shannon Richardson case when she
tried to frame her husband by sending ricin-laced letters to many politicians
including President Obama and NYC Mayor Michael Bloomberg.

Certifications

• Mail Flow Train the Trainer
• HAZWOPER (Hazardous 

Waste Operations)
• Level B SCBA (Self-

Contained Breathing 
Apparatus)

• Advanced Forensic Sampling
• Suspicious Substance 

Screening
• Biological Detection System
• SABRE 5000 Trace Detection

• Logos Imaging Orama II Portable 
X-Ray

• MultiRae Portable X-Ray,  
MultiRae

• Ludlum
• GenPrime Prime Alert
• HAZMAT ID | HAZMAT 360
• Miscellaneous testing papers
• Post-blast Investigations
• Improvised Explosive Device 

Recognition and Response

Major Cases and Awards

• Contribution Award, Inspector in Charge Regina Faulkerson
• Certificate of Appreciation, DTMC, Inspector in Charge Regina Faulkerson
• Certificate of Appreciation, Coldspring, TX, Homicide Case, VP Area Operations
• Certificate of Appreciation, Waldo, AR, Homicide, Inspector in Charge Randall Till
• Team Player Award, Acting Inspector in Charge Regina Faulkerson
• Letter of Appreciation, ETX Bomb Case, Team Leader Timothy Vasquez
• Letter of Appreciation, Assisting FTW EC Team – Team Leader James Galloway
• Certificate of Appreciation, ETX Bomb Case, Inspector in Charge Randall Till
• Excellent Performance, Broadway Robbery – Inspector in Charge Thomas Brady
• Letter of Commendation, Chief of Police, Village of Winfield, Illinois
• Outstanding Performance Recognition, Bishop Bomb Case
• Letter of Appreciation, Threat Management, Inspector in Charge Thomas Brady
• Special Recognition – Bishop Bomb Investigation, Chief Alexander Lazaroff
• Excellent Performance Award, FY 2006, Inspector in Charge Kenneth Laag
• Letter of Appreciation, Inspector in Charge Kenneth Laag
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EODSecurTM Remote 24/7 Support

EODSecur: Basic 
EODSecur: Full

(incl. all Basic offerings)

Support 

x Review or develop mail security and emergency 
action plans

x 24/7 phone support 

x 24/7 remote expert EOD support 
x Remote login to client site via MailSecur scanner
x Full threat diagnostics
x Situational response assistance

Training 

Delivered via Web Conference:
x Introduction to mail threats
x Introduction to mail security screening processes 

and procedures
x Basic mail screening techniques
x Evaluating your mail security needs: risks, 

mailroom setup, equipment, and workflow 

Delivered On-Site (1/2 Day) Course:
x Fundamentals of Mail Screening Operations: 

1. Mail handling procedures 
2. MailSecur device operation
3. Advanced mail threat detection with MailSecur

x Emergency management plans and operations

Equipment 
(Hardware and Software) 

x Visual and tactile inspection 
x Use of existing equipment 

x Mailsecur mmWave Scanner
x EODSecur software and hardware
x Remote EOD access and reachback capability
x Dedicated LTE network connection

Certifications and 
Liability Protection

x NONE x US. Department of Homeland Security Safety Act 
Qualified Anti-Terror Technology (QATT)

x $250,000 Liability Limit
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MAILSECURTM Mail Screening Process
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Mail Screening SOP 



© 2020 by RaySecur, Inc. All rights reserved. 33

Technology Certification Standards

https://www.safetyact.gov/externalRes/refDoc/refGroup/8/SAFETY%20Act%20101%20Briefing.pdf

Adhere to validated standards.

https://www.safetyact.gov/externalRes/refDoc/refGroup/8/SAFETY%20Act%20101%20Briefing.pdf
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US DHS Mail Security Guidelines

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf

Applies to All

US Department of Homeland Security Identified At Risk Industries
Banking Legal Health & Medical

Energy Pharmaceutical Telecom

Power Chemical Construction

Defense Transportation Bio-Medical R&D

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf
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UK Mail Security Guidelines

https://www.cpni.gov.uk/system/files/documents/3f/b7/Introduction-to-PAS-97-2015.pdf

https://www.cpni.gov.uk/system/files/documents/3f/b7/Introduction-to-PAS-97-2015.pdf
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Detection vs. Identification

1. Detect 2. Isolate 3. Identify

CORPORATE LEVEL

• Visual and tactile

• X-ray imaging

• mmWave imaging

• K9 teams

LAW ENFORCEMENT LEVEL

• Spectroscopy

• Chromatography

• Wet chemistry

• Bio-assays

• Chem / bio sensors

• Explosives analyzers

• …..

CORPORATE LEVEL

• Confirm and de-escalate

• Initiate response
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Preventing Threats BEFORE They Occur

Overt Mail Security
• Let employees know all mail is 

subject to screening

• Stamp security screened mail

• Discourage insider threats and 
reinforce security culture 

https://about.usps.com/publications/pub166.pdf

U.S. Postal Inspection Service Report
• Most mail threats motivated by someone within or 

close to the organization

• Know your people, your customers, and anticipate 
changes in the business climate

https://about.usps.com/publications/pub166.pdf
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Mail Screening Technology Mis-Match

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf
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The Mail Security Gap

The front door is well-protected. The back door is wide open…
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New High-Risk Environment

COVID-Related Business Risk Political Risk Climate Contraband Risks

• Anthrax events of 
early 2000’s

• Boston polling 
station shut-down 
in 2018 due to 
powder in 
absentee ballot
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Standard Operating Procedure

Broad 
Corporate 
Guidelines to 
Define Global 
Mail Screening 
Standards

Site-Specific 
Information

Flexibility to Adapt as COVID 
Situation Evolves

Corporate Facilities

Private Residences


