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Research Approach: Global Mail Threats

Research Methodology

Detailed mail threat data for USA from USPIS, ATF, not readily available for all 

countries globally.  As a result, this report uses the following approach:

• Highlights recent high profile dangerous mail threats outside USA

• Compares global terrorism risk index for each country relative to USA baseline as 

a proxy for terrorism risk in general, of which mail is one threat vector

• Compares global incidence of letter bombings for which more data is available 

(relative to powder threats and other types of mail threats)
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U.S. Data
Baseline Reference
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Data Sources and Analysis Approach

I. United States Official Dangerous Mail Data – Primary Data Sources

• US Postal Inspection Service (USPIS): mail threats and related crimes 

• US Bomb Data Center (BDC): explosives-related incidents including mail

II. Interpretation of Official Data

• Reporting threshold may vary over time complicating historical view

• Categorization or incident classification varies between agencies and over time

• Official data may lag actual events by 6 – 12 months (2020 data not yet published)

III. Global Perspective

• Reporting detail and scope varies by country – “explosives” incidents more widely reported

• Terrorism risk index may serve as a proxy to estimate potential risk by country
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Full Year Mail Threat Statistics: USPIS

USPIS 2019 Annual Report

• Dangerous Mail Investigations (DMI) Unit

• 400 specially-trained inspectors

• 3,289 suspicious incidents (powders, liquids)

• 125,000 suspicious mail items subject to forensics exam

10 per day
Mail threat reports 
on average

Data Source: https://www.uspis.gov/wp-content/uploads/2020/02/FY-2019-annual-report-508-web.pdf

https://www.uspis.gov/wp-content/uploads/2020/02/FY-2019-annual-report-508-web.pdf
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US Bomb Data Center 2019 Report

• 14,940 explosives related incidents

• 5,482 suspicious or unattended package incidents

• 1,202 incidents involving letters or parcels

• 910 incidents not categorized

Full Year Mail Threat Statistics: USBDC

Impact of Incidents

• 715 explosions with 251 classified as bombings

• 78 injuries

• 16 fatalities

Data Source: https://www.atf.gov/file/143481/download

https://www.atf.gov/file/143481/download
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International Data
Risk Estimates
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High Profile Recent Global Events

Dangerous Mail Attacks – Global

Date Location Target Incident

2021 - Feb Germany
LiDL (HQ) and other food 
manufacturers

Mail bomb, 3 injured

2021 – Jan UK AstraZeneca Covid Vaccine Plant Suspect package

2021- Jan Canada
Private Residences                
(Bitcoin Scam)

Multiple white powder letters

2020- Sept. UK
Individual Consumers 
(Amazon/PayPal Fraud)

Multiple explosive devices

2020 – May United States Subway (HQ) White powder letter

2020 – April Hong Kong HK Chief of Police
White powder letters, 
followed by letter bomb

2020 – Feb Netherlands Ricoh, UNISYS 
ING Bank, ABN Amro

20+ Mail bombs, several 
detonations

2019 – Jan Japan
12+ Drug Companies, 
Newspapers, Food Mfg.

12+ White powder letters 
containing cyanide
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Regional Risk Profile

Terrorist Attacks – Western Europe 3X More Prevalent than North America

https://www.start.umd.edu/gtd/
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Mail and Letter Bomb Density 2000-2017

See link to primary source data: 2000-2017 Mail Bomb Worldwide Density

Mail Bombing Data Consistent with Terrorism Risk Data

Western Europe 3X More Prevalent than North America

https://app.powerbi.com/view?r=eyJrIjoiODM2ZTJmNmUtOGQ0YS00MjRhLTk4Y2EtYTE3MTMzNzk3MzEyIiwidCI6Ijc2MzFlZmNjLWI0NmEtNGFiNi1iMWUwLTlmMjlmMjA1ZTQyYiJ9&pageName=ReportSection
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Mail and Letter Bomb Occurrence 2000-2017

See link to primary source data: 2000-2017 Mail Bomb Worldwide

Individual Mail Bombing Events

https://app.powerbi.com/view?r=eyJrIjoiYzFjOWM3NTEtYmFiZS00MDExLWFjY2QtZmVmM2VlNDE3ZWU5IiwidCI6Ijc2MzFlZmNjLWI0NmEtNGFiNi1iMWUwLTlmMjlmMjA1ZTQyYiJ9
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2020 Global Terrorism Index

https://visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf

Most Recent 2020 Global Terrorism Risk Data Shows Similar Trends
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2020 Country Risk (1 of 2)

https://visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf
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2020 Country Risk (1 of 2)

https://visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf



© 2020 by RaySecur, Inc. All rights reserved. 15

Conclusions

USA Baseline Data 2019  

• 3,289 mail threat responses by USPIS (approx. 10 per day)

• Over 125,000 mail items sent to USPIS forensics labs for examination

• ATF and USBDC report additional 5,482 suspect and unattended package incidents

• Open source 2020 data indicates 38% of mail threats are powders and 95% fit in drop box

Global Mail Threat Risk

• Recent events in Germany highlight the risk of mail threats – currently under investigation

• Significant dangerous mail incidents in Western Europe and Asia, limited reporting for Middle East

• Depending on data source and timeframe country specific risk index greater than or comparable to 

USA for most major EU countries and business centers in Asia

• Publicly available data specific to letter or mail bombings indicate ~ 3X greater risk for locations in 

Europe and Asia relative to USA
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Countermeasures
Against Dangerous Mail Attacks
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Five Pillars of Mail Security

People

Procedures

Training

Technology

Emergency Response
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Global Mail Security Standards

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf

https://www.cpni.gov.uk/system/files/documents/3f/b7/Introduction-to-PAS-97-2015.pdf

Global Mail Security Standards

• US Department of Homeland 

Security (USDHS)

• UK Center for the Protection of 

National Infrastructure (CPNI)

Risk Evaluation Approach

• Based on established 

government guidelines

• Flexible to adapt to individual risk 

criteria for each facility

• Provides objective criteria to 

quantify risk

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf
https://www.cpni.gov.uk/system/files/documents/3f/b7/Introduction-to-PAS-97-2015.pdf
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Understand Your Risk: US DHS Risk Definition

§3.2 US DHS Risk Definition (pg. 13)

• THREAT – known or perceived motivations and mechanism (CBRNE or hoax)

• VULNERABILITY – strengths and weaknesses of the physical organization or site

• CONSEQUENCE – magnitude of impact should a threat occur

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf

https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf
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mmWave (THz) Mail Threat Scnner

USDHS Designated MailSecurTM EODSecur™
24/7 expert remote support

Customer Benefits 
Optimized for Mail Screening

1. Performance: All in one device for 
Chemical, Biological, Explosive, Rad.

2. Simplicity: Anyone can scan mail

3. Safety: non-ionizing mmWaves

4. Intuitive: hold and move objects by 
hand in the viewing area

5. Compact: desktop setup, no special 
requirements

6. Peace of Mind: expert support 24/7



© 2020 by RaySecur, Inc. All rights reserved. 21

THz Scanning Comparison with X-Ray

Threat Type X-Ray MailSecur TM

Explosives

Dangerous Items and 
Contraband

Hoax Letters

Biological Threats

Chemical Threats

Radiological Threats

X-Ray Provides Limited 

Scope of Detection

Detection Capabilities Comparison

MailSecur Provides 

Comprehensive 

Detection

• Dynamic 3-D 

images

• Safe imaging, no 

permits needed

• Existing staff easily 

trained to use 

• Static 2-D images

• Radiation permits 

required

• Radiation safety 

program

• Trained operators 

needed
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Preventing Threats BEFORE They Occur

Overt Mail Security

• Let employees know all mail is 

subject to screening

• Stamp security screened mail

• Discourage insider threats and 

reinforce security culture 

https://about.usps.com/publications/pub166.pdf

U.S. Postal Inspection Service Report

• Most mail threats motivated by someone within or 

close to the organization

• Know your people, your customers, and anticipate 

changes in the business climate
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